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Offline Credit Card Processing on FuturePOS

What is Offline Mode?

Offline mode allows merchants to process payments while internet connectivity is unavailable. To ensure functionality is
as stable as possible, we always want to make sure that Future and UTG are on the Gold Standard when checking
configuration. If you’re unsure of the Gold Standard version of UTG and Future, ask a supervisor, or reference the

Gold Standard Matrix.

How can | tell if Future and UTG are processing in Offline Mode?

In Future POS, when you lose connection then try to pay a check, you will see the following message:

Future POS

As a friendly reminder, cedit cards are currently being
processad in offfine mode due to a brief communication issue
with the payment platform, no worries, the system will
automatically go online when communication is restored.

In offline mode, you can continue accepting credit card
payments and process them normally.For large chedks, if a
payment is declined, no worries simply split it into 2 or more
payments.

If processing gift cards, chedk the balance and use only what's
available if it is less than the chedk amount.

There is no need to call Shiftd Suppert when your credit cards
are being processed offline.If howaver you need to reach out to
support, please call 1.888.276.2108.
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You should only see this once per offline session.
While in Offline Mode, at the top of the settle check window, you will see a message that states:
“Processing credit cards in offline mode - Settle Check - Click Clock In for More details.”
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Processing credit cards in offline mode - Settle Check - Click Clock In For More details
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You should still be able to process credit transactions like normal, by selecting the EMV media from the settle check
window. The payment flow should remain unchanged on the POS.

Your system will stay in Offline Mode equal to the Forced Offline Period set in UTG > Tuneup > Offline Mode tab. It is
recommended to keep the default for this setting.

Important Limitations in Offline Mode

When the POS is in Offline Mode, the following features are not available:
* Gift Cards
¢ Pre-Authorizations (Pre-Auths)
* Debit Cards
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https://script.google.com/a/macros/shift4.com/s/AKfycbwvfgvjiyYCTO1hCc_OXAvfi24JmgyyYdJl30nShmiSympzBanQx0sgCYGbT1D3T8DlfA/exec

How can | make Future and UTG go back into Online Mode?

Once the system reaches the threshold set in the Forced Offline Mode Period it will automatically attempt to revert
back to online mode. If the system is still not able o receive a connection to the datacenter, the system will stay in
offline mode.

If you would like fo try to enter online mode before the Forced Offline Period is reached. The Toggle Offline button
can be used. This button is usually seen in Manager or Server Functions on the front end of FuturePOS.

Toggle Pending
Offline CC Offline CC

If you cannot find these buttons, chances are they were never configured for this site. A new button can be created
using Button maintenance in the Back Office using the following settings:

i)
File Edit Help
Button Mame - :
MGR-TOGGLE OFFLINE CC - Ect Einciion ala
Function Button Position | 59 F:
Credit/EMV Device Functions ~
Min Security Level [95 |2
Menu
MGR. - Agk for Supervisor ID
Button Image
Toggle Edit Image. ..
Offline CC

Width |115 5
£

Height | 40 F‘

Configure Credit Device Functions Butten

Select Function

() Show Device Setup Screen
Batch Cloze

() Show Device Report Screen

© Toggle Offline Mode

() Show Offline Tramsactions Feport
(") Process Offine Transactions

QK ] Cancel

Once you press this button the system will attempt to reach out to UTG, the UTG will attempt fo set itself back into
online mode if there is a connection to the datacenter.

Set Credit Device Online

Credit Card Device processing is now in ONLINE mode
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If you were already in online mode, or if the UTG is unable to reach the datacenter. You will see a message stating that
the system is now in Offline Mode.

Credit Card Device processing is now in OFFLINE mode

Processing Offline Transactions

Once the system is back in online mode, the tfransactions that were recorded while in offline mode should be
automatically uploaded to the datacenter. In the UTG standalone, you can see the transaction uploads pending in
the Requests section of the UTG standalone status window.

1 Active Request
0414 12:25:31 _Upload 00000003 0000025 29 44475 0.00

1Upload 1 OffStat
Mo Stored Entries
Sequential Valid Luhn Seed 0
1 Active Task

Once the transactions are uploaded, they can be seen in Lighthouse Transaction Manager, in Current Transactions.
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Note: If the transaction is uploaded, but is declined, it usually means there was a problem with the card, such as
insufficient funds. This is a risk that is associated with running transactions in offline mode.
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https://shift4.zendesk.com/hc/en-us/articles/28924051492883-Notification-Center-Operational-Status-Feature-for-SkyTab-POS
https://server6.dollarsonthenet.net/Login.cfm

Using Offline Transaction Manager
The offline tfransaction manager can be used to gather more information about transactions processed in offline mode.
The app can be found in the Shift4 folder, in the Util subfolder, labeled OTManager.exe.

ThisPC > NVME(C) > Shiftd > Utils

View ~
MName . Date modified Type
12 PM Application

Application

p
4
B J2 PM Application exten... 161 KB
B

12 PM Application exten... 168 KB
018 6:02 PM Application
S4Probe.exe 0 J2 PM Application
* S4Restart.exe /23/2018 Application
ShiftdCertificateGenerator.exe 021 2:32 PM Application
+ ShredAndDelete.exe 23,/2018 Application

A% UninstallNetapiService (20 J2 PV Application

Once the application starts, you can open the local offline database by clicking File > Open ABS database.

4 Universal Transaction Gateway® Offline Transaction Manager

LY Edit Window Help

r- Open ABS database Ctrl+O |

m
1
=

Navigate to the Shift4 > UTG2 folder and select the UTGU.s4d file.

Look in: uTG2 v| [
AN Mame Date modified Type
Device Updates 4/8/2025 3:13 PM File ft
Home
Trace 471472025 2:02 PM File fi
‘ Update 4/8/2025 3:20 PM File fi
Desktop | UTGU.s4d 471472025 2:16 PM S4D F
] UTGUdonotremove.sdd 4/8/2025 3:22 PM S4DF
D UTGUShadow.s4d 471472025 1:22 PM SADF
Libraries
This PC
Network

4

¥
File name: UTGU s4d v
Files of type: ABS Databases (*s4d) e

"
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https://shift4.zendesk.com/hc/en-us/articles/16079601177747-Configure-SkyTab-POS-for-Offline-Payments-Mode
https://shift4.zendesk.com/hc/en-us/articles/16079601177747-Configure-SkyTab-POS-for-Offline-Payments-Mode
https://shift4.zendesk.com/hc/en-us/articles/28708907917971-Transactions-Manager-Adjustments-in-SkyTab-Lighthouse-Business-Manager

If you see the following message, it means the UTG is sfill running. Only one application can have the file open at a
time, so the UTG will need to be stopped.

| TG, s4d
22 This file is in use,
Enter a new name or close the file that's open in another program.

You should now see a list of all offline tfransactions run on this UTG. Do not omit or reset transactions unless approved
by a T3 + support representative or supervisor.
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Offline Credit Card Report

Merchants and agents can use the Offline Credit Card Report directly from the front end while the system is in
Offline Mode.

Running the Offline Credit Card Report
1. On the POS, log into the Supervisor Panel.
2. Go to Offline CC > See Pending Offline CC.

3. Review the list of all pending offline credit card transactions, including amounts and status.

[ Results _'_1 Messages

i CheckNumber  SettleDate TeminalNumber  Total EmployeslD  SalelD

343097 20230918 15:46:11.760 99 $700.00 1511 838E2103-5C56-EE11-58C0-4062310C4608
2 OFFLINE 354746 20240408 15:01:27.800 99 $387.00 6200 11D4ABE1-DAF5S-EET1-999A-4062310C4608

50F9



Troubleshooting

Offline Transactions are missing from LTM after online mode is restored.

The most common cause of this is due to outdated UTG or Future Version. Once connection is restored, verify your
system is on the Gold Standard UTG and FPOS versions. Once updated, the transactions should automatically upload
once UTG is started.

The second most common cause is due to transactions reaching their retry limit. Restarting the UTG usually resets the
retry attempts and should allow the transactions to upload.

In some cases, we may need to pull the offline files and traces from the machine and get them to PS escalations for
further troubleshooting. Traces can be sent via email to Trace@shift4.com for analysis. Please be sure to include a full
list of transactions that are missing from LTM, but were processed in Offline Mode.

Please see this guide for more information.

Debit Cards Are Not Supported in Offline Mode

If you attempt to run a Debit card while in Offline Mode, you will see one of the following errors:

Error Authorizing Transaction:
Error performing Transaction: [9775:0] - NO SUPPORT |
Function not supported in offline mode DEFAULT

Error Authorizing Transaction:
Error performing Transaction: [9861:11] - NO SUPPORT | Debit
transactions not supported in offline mode DEFAULT

v
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https://shift4phoenix.my.salesforce.com/?ec=302&startURL=%2Fvisualforce%2Fsession%3Furl%3Dhttps%253A%252F%252Fshift4phoenix.lightning.force.com%252Flightning%252Fr%252FKnowledge__kav%252Fka0Hs0000023GtvIAE%252Fview

When this error prompts, the PIN pad may get stuck acquiring card information. This results in the next payment
attempt getting the following error in FPOS before the acquiring phase is prompted again, Press OK to close the
prompt, it can be ignored.

Error Authorizing Transaction:
Unable to get invoice information

Debit transactions are not supported in Offline Mode and the customer will need to use a Credit Card.

9554:1 CARD READ ERROR | Encryption failed DEFAULT

Error Authorizing Transaction:
Error performing Transaction: [9775:0] - NO SUPPORT |

Function not supported in offline mode DEFAULT

This error has a few possible causes:
1. The customer was trying to tap the card, and did not hold it next to the PIN pad long enough.
2. The customer was trying fo tap the card, but did not hold it close enough to the reader.

Have the customer try the card again, but this fime have them hold it close to the reader and keep it there until the
payment shows approved.

If the error continues, we can try restarting UTG or the POS system. Try the payment again.

If restarting does not work, we will need to push the Encryption file to the device using the UTG Standalone.
Follow this guide, but remember only the .PGZ file needs to be pushed to resolve this error.
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https://shift4phoenix.my.salesforce.com/?ec=302&startURL=%2Flightning%2Farticles%2FKnowledge%2F000005154

0:0 FPOS | Failed to Communicate with Host

Error Authorizing Transaction:
Error performing Transaction: [0:0] - FPOS | Failed to

communicate with Host. Please see local logs.

This error means that the FPOS application cannot communicate with UTG. Possible causes:
1. UTG service is not running. The User should try to start it or reboot the PC.
2. UTG service is frozen. The User should try to restart it or reboot the PC.

3. System Devices > Credit/EMV tab > Device Settings, connection settings are incorrect. Make sure they
match the API host address in UTG > TuneUp > API Interfaces. A common issue is Future is poinfing fo an
HTTPS url but the APl is listening on an HTTP protocol. We will need to check this when you are back
online and we can remote in.

System is stuck on Set Credit Device Online

Set Credit Device Online

This issue is normally seen right after you attempt to toggle back into online mode from offline mode. This process
can take up to a minute. So wait this time to see if the system eventually toggles its mode into online.

If this doesn’t work, the POS front end or the PC can be restarted.
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9838:1 AMT EXCEEDED | Amount Exceeds Offline Threshold Amount

Error Authorizing Transaction:
Error performing Transaction: [9838:1] - AMT EXCEEDED |
Amount Exceeds Offline Threshold DEFAULT

This error is seen when a merchant attempts to settle a check that has a total greater than the threshold set in
UTG > TuneUp > Offline Mode tab. By default, restaurants have a $1500 stand in. More information about
Offline Mode and stand in can be found in the UTG User Manual.

If the issue you are seeing isn’t listed on this document,
please reach out to a supervisor or payment support.
www.shift4.com/support or call 1.888.276.2108.
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